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COILEPXAHHUE

AHHOTALIA

OBILIAA XAPAKTEPUCTHUKA ITPO®ECCHUOHAJIbBHOI'O MO VYJIA
CTPYKTYPA U COAEPXXAHUE [TPOOECCHUOHAJIBHOI'O MOJYJIA
YCJIOBYA PEAJIM3ALNA [TPOPECCHUOHAJIBHOI'O MO VY JIA
KOHTPOJIb " OLEHKA PE3VYJIbTATOB OCBOEHUA
[MPO®ECCHMOHAJIBHOI'O MOAVYJIA



1. AHHOTALIUA

[Ipodeccuonanbuplii  Moaynb  OKCIUlyaTalus  OOBEKTOB  CETEBOM
MH(PACTPYKTYphl OTHOCUTCS K OOS3aTE€IbHOM 4YacTH LMKJIA MpodecCHOHATbHON
noaroroBku  [IIICC3  CIIO, ycranaBinuBamliei 0a3oBble 3HAHHUS 1O
CHEeUaNbHOCTU cpelHero npodeccruonanbHoro oopaszoBanus 09.02.06 Cemesoe u
cucmemHoe AOMUHUCMPUPOBAHUE.

C uenpio OBNaIEHUS YKa3aHHBIM BUJIOM MPOPECCHOHATBHON AESITEIbHOCTU U
COOTBETCTBYIOIIMMH TMPOPECCHOHATBHBIMU KOMIETEHIUSAMH CTYJEHT B XOJE
OCBOEHHS POPECCHOHATBHOIO MOJYJISL JOJKEH:

UMeThb MPAKTHYECKUI ONbIT:

- o0CTyKUBaHUS CETEeBOM UHOPaCTPYKTYpHI, BOCCTaHOBJIEHUU
PaboTOCIIOCOOHOCTH CETH TTOCe cOo4;

- YAQJEHHOT0 aJAMUHUCTPUPOBAHUS W BOCCTAHOBJIEHUS pabOTOCIOCOOHOCTU
CETeBON MHMPACTPYKTYPHI;

-  TOAJACPKKHA  TIOJb30BATENIEd CETH, HACTPOMKM  amlllapaTHOrO W
IPOrpaMMHOI0 00ECTIeUeHHsI CETEBOM MH(PPACTPYKTYPBHI.

O6mmit o0beM y4eOHOW Harpy3kd 10 MpodecCHOHATBLHOMY MOIYIIO
coctaBisier 618 wyacoB, Harpy3ka BO B3aMMOJCWUCTBUU C TMPENOAaBaTeIeM
COCTaBIIIET 355 YacoB, YaCOB CAaMOCTOSATENILHOM paboThl — 63 yaca.

Copepxanue mpoecCHOHaIBbHOTO MOAYS BKIIFOUAET U3YyYEHUE CIEAYIOLIUX
pa3aesos:

MJIK.03.01 Dkcmryaranust 00BEKTOB CETEBON HHMPACTPYKTYPHI.

Tema 1. DxcrutyaTaus TEXHUYECKUX CPEACTB CETEBOM MHPPACTPYKTYPHI.

Tema 2. Dxcrnyatanus cucteM [P-tenedonun.

M/K.03.02 Be3onacHOCTh KOMIIBIOTEPHBIX CETEH.

Tema 1. be30macHOCTh KOMITBIOTEPHBIX CETEM.

Tekymuii KOHTPOJIL MPOBOAUTCA B (POpPME OIIEHKH TECTUPOBAHMS, PEIICHUS
CUTYAI[MOHHBIX 3371a4 U BBIMOJIHEHUS MTPAKTUUECKUX padoT.

dopma MPOMEKYTOUHOM arrecTauuu — AU(PGEepeHIIMPOBAHHBINA 3ayer,
KBaJTU(UKALMOHHBIN IK3aMEH.



2. OBIIASI XAPAKTEPUCTUKA ITPO®ECCUOHAJIBHOI'O MOYJIsA
2.1. Mecro npodeccCHOHAJIBLHOI0O MOIYJSI B CTPYKType MNPOrpaMMbl
NMOATOTOBKH CHENMAJTUCTOB CpPeIHero 3BeHa: MPOPECCHOHATBHBIA MOIYb
OkcrutyaTaiusi  OOBEKTOB ~ CETeBOM  HMHQPPACTPYKTYpbl ~ OTHOCHTCS K
npodecCUOHATBPHOMY  y4€OHOMY  IIMKIY  TPO(EeCcCHOHANBbHON  MOATOTOBKHU
POrpaMMbl TOJATOTOBKH CITCIIHATUCTOB CPEIHETO 3BEHA I10 CICIHUATLHOCTH
cpenHero mpodeccuoHanbHOro obpaszoBanuss 09.02.06 Cemesoe u cucmemuoe
AOMUHUCMPUPOBAHUE.

2.2. Heap M mIaHupyemble Ppe3yJabTaTbl OCBOCHUSI NPO(eCcCHOHATIBHOI O
MOIYJIst

B pesynbrare wusydeHus npodecCHOHANIBHOIO MOAYJS OO0y4Yaromuics
JIOJDKEH OCBOUTH BHUJl JIEATEIIBHOCTH: OKCIUIyaTaluss OOBEKTOB CETEBOM
UHOPACTPYKTYPhI U COOTBETCTBYIOIINE eMY MPOodecCHOHaIbHbIE KOMIETEHIUU:

Kon HaunmenoBanue pe3ynbrara 00ydeHus

BJI. DKCIuTyaTaIus 00beKTOB CETeBOW HHMPACTPYKTYPHI.

[IK 3.1 VYcranaBnuBaTh, HaCTpauMBaTh, JKCILUIyaTHPOBAaTh U OOCITY>XKHBaTh
TEXHUYECKUE W MPOrpaMMHO-aIapaTHhIE CPEICTBA KOMITHIOTEPHBIX
CETEH.

IIK 3.2 [IpoBoguTe npoduIakTUUEeCKHe padoTbl Ha OOBEKTaX CETEBOM
UHOPACTPYKTYPHI U pabOUYMX CTAHITUSIX.

IK 3.3 VYcranaBnuBaTh, HACTpauWBaTh, JKCIUIyaTHPOBAaTh W OOCITY>XKHBaTh
ceTeBble KOH(UTYpaIIUH.

[IK 3.4 YyacTBoBaThH B pa3paboTke CXEMBI MTOCJIEaBAPUIHOTO

BOCCTAaHOBJICHUSI ~ pabOTOCIIOCOOHOCTH  KOMITBIOTEPHOM  CETH,
BBITIOJTHATH ~ BOCCTAaHOBJIGHHME W PE3EPBHOC  KOIHMPOBAHHUE
uH(opmauu.

IIK 3.5 Opranu3oBbIBaTh MHBEHTAPU3ALMIO TEXHHUYECKHUX CPEIACTB CETEBOMU
UHQPACTPYKTYPHI, OCYIIECTBIATH KOHTPOJIb OOOPYIOBaHUS IMOCIE
€ro PEMOHTA.

IIK 3.6 BrinonHaTh 3aMEHY pPAacXOIHBIX MATEepUajoB M MEJIKUH pPEMOHT
nepudepuitHoro 000pynOBaHHUs, OIPEAEIISTh ycTapeBliee
000opyI0BaHHE U MPOTPAMMHBIE CPEACTBA CETEBOM HHPPACTPYKTYPHI.

OcBoenne mpodecCHOHATFHOTO MOJYJS HANpaBlIEeHO Ha Pa3BUTHE OOIINX
KOMIIETEHIIN:

Kon HaumenoBanue pe3ynbrara 00y4deHus

OK 01 Bribupare  cmocoObl  pemieHuss  3a1ad4  mpodeCCHOHATBHOM
JESITENIbHOCTH, TPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM.

OK 02 OcyliiecTBIsATh MOWCK, aHAIM3 W HWHTEpHpeTanuio uHbopmaimu,
HEOOXOMUMON  JII1  BBINIOJIHGHHUS  3aj1ad  MpodeccCuoHanIbHON
JeSITeTbHOCTH.

OK 03 [ImanrpoBaTh U peaqn30BBIBATH COOCTBEHHOE MPOdeCCHOHATBHOE U




JJMYHOCTHOC PAa3BHUTHUC.

OK 04

Paborats B KOJUIEKTHBE 151 KOMAaHJE, 3¢ pexkTUBHO
B3aMMOJICHCTBOBATh C KOJUIETaMU, PYKOBOACTBOM, KJIMEHTaMHU.

OK 05

OcCyliecTBiIsAITh  YCTHYHO W THMCbMEHHYIO KOMMYHHUKAIIMIO Ha
TOCY/IapCTBEHHOM SI3BIKE C YU4E€TOM OCOOEHHOCTEHW COIMabHOTO U
KYJbTYPHOTO KOHTEKCTA.

OK 06

[TposiBIATH IpaXIaHCKO-TaTPUOTUUECKYIO NO3ULHUIO,
JEMOHCTPUPOBATh OCO3HAHHOE MOBEJICHNE HA OCHOBE TPaJULIMOHHBIX
00LIEYeIOBEYECKUX LEHHOCTEH, IPUMEHSTh CTaHJapThI
AHTUKOPPYMNIIMOHHOT'O MOBEJCHUSI.

OK 07

CopericTBOBaTh COXPaHEHHUIO OKpYyKarouen cpensl,
pecypcocOepexeruto, 3h(HEKTUBHO EHCTBOBATh B UYPE3BBIYANWHBIX
CUTYaLUSIX.

OK 08

Hcnonb3oBaTth cpenctBa GpU3MYecKor KyiabTYphbl JJIsi COXpaHEHUs U
YKPETUICHHSI 3/IOPOBBS B TIpoliecce Mpo(ecCHoHaNbHON AesTeThHOCTH
u MO/ICPKAHUS HEO0OXOTUMOTO YPOBHS buznyeckon
MOJIFOTOBJICHHOCTH.

OK 09

Hcnonb3oBaTh MHGOPMALIMOHHBIE TEXHOJIOTUH B MPO(eccCu OHATBHOM
JEATEeIbHOCTH.

OK 10

[Tonp3oBatbCs npodeccuoHaTbHON JTOKYMEHTaLNEN Ha
FOCYJIAPCTBEHHOM M MHOCTPAHHOM sI3bIKaX.

OK 11

Hcnonp3oBaTh 3HaHUSA MO (PMHAHCOBOW TPaMOTHOCTH, IIJIAHUPOBATH
MPEANPUHUMATENIBCKYIO ASATEIbHOCTh B podhecCHOHAIbLHOU cdepe.

Pe3yabTarnl 00yueHnusi (3HAHM S, YMEHUS, IPAKTUYECKUH OIBIT)
B pesymbrare ocBoeHHS MPOdEeCCHOHATHHOTO MOMYJS OO0 yUarOIIHACs

JOJDKCH:

UMETH TIPAKTHYECKUH | — OOCITy)KHUBAHHS ceTeBou UHOPACTPYKTYPHI,

OIIBIT

BOCCTaHOBJICHHH Pa0OTOCIIOCOOHOCTH CETH IOCIE cOOS;
— YIAJEHHOTO AJAMUHUCTPUPOBAHUS W BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH CeTeBOM MHMPACTPYKTYPHI;

— NOJJAEPKKHA  MOJB30BATEIENM  CETH,  HACTPOMKHU
anmapaTHOrO ¥ MPOTPAMMHOTO OOECIEUEHHUs CETEBOM

UHPACTPYKTYPBHL.

YMETh

— QIMUHUCTPUPOBATh  JIOKAJIbHBIE  BBIYUCIUTEIbHBIC
CETH;

— MPUHUMATH MEPHI M0 YCTPAHEHUIO BO3MOXKHBIX COOEB;
— o0ecreuuBaTh  3alUTY TpPUH  TOAKIIOUYEHHH K
UH()OPMAIIMOHHO-TEIEKOMM YHUKAIIMOHHOM CeTn
"NuaTepner".

3HAaTh

— OCHOBHBIE HaIpaBJICHUS aIMHUHUCTPUPOBAHUS
KOMITBIOTEPHBIX CETEN;

— yTWINATH,  QYHKIUU,  yJAJCHHOE  YIPABIICHHE
CEPBEPOM,;




— TEXHOJIOTHIO 0€3011acHOCTH, IIPOTOKOJIOB
aBTOpHU3AINH, KOH(QUICHIINAILHOCTH M 0€3011aCHOCTH
pu paboTe ¢ CETEBBIMU PECYPCaMH.

2.3. KoaudecTBO 4YacoB, OTBOAMMOE HAa OCBOeHHE NPO(PecCHOHATIBLHOIO
MOTYJIst:

Bcero yacoB — 618 yacos, B TOM 4HcII€:
Ha ocBoeHue MJIK - 418 yacos, BKIroUasi:
00s13aTeIbHON ayIUTOPHON yueOHOU HArpy3Ku 00ydaromierocsi—355 4acos;
CaMOCTOSITEIILHOM paboThl oOydaromierocsi— 63 yaca,
Ha MPAKTUKH:
yueOnyro — 108 vacos;
MPOU3BOACTBEHHYIO —/2 Yaca.




3. CTPYKTYPA U COAEP KAHUE NTIPO®PECCHUOHAJIBHOI'O

MOJIY.JIs

TIM.03 DKCILTYATAIIUA OFBEKTOB CETEBOM

NHOPACTPYKTYPHI

3.1. Temaruuyeckuii JjiaH npogeccCuoHaIbLHOr0 MOXYJIsI

O0BbeM BpeMeHH, OTBe/ICHHbIH HA OCBOeHH e IpakTnka
MEKIMCHUTIINHAPHOT0 Kypca (KypcoB)
CamocTtosiTen Ipo
Oo0s3aTebHast ayAUTOPHas yuyeOHast bHasi padora H3BO
HArpy3ka o0y4aromerocs o0yuaromieroc JACTB
Kon ' | €eHHa
npoge HaumenoBan BT.4. | B "
CCHOH | pasnenos | Beero NMPaKT | T.4. B Ve (mo
aJIbH npodeccuona | 4acos nyeck | gabo | B T.4., T4, | soag |TPO
bIX JBHOO ue paTo | Kypco | B T.4., KYpC $ua
KoMIie 3aHAT | PHBI | Basi CEMHUH oBasi ’ 10
MOIYJIA yaco
TEeHIH Bcero, | us, e pador | apcko | Bcero, | pa6o s |cmen
i 4yacoB | 4acoB | pabo | a e 4acoB | Ta Hajib
Thbl (mpoe | 3aHAT (mpo HOCT
KT), ue €KT), n),**
4acoB 4yaco qac
B OB
1 2 3 4 5 6 7 8 9 10 11 12
K 3.1 | MJK.03.01 226 190 24 82 - 36
IIK 3.2 | Okcruryaranus
IIK 3.3 | oOBbexToB
[IK 3.4 | cereBoit
IIK 3.5 | undpactpykry
IIK 3.6 | pst
IIK 3.1 | MIK.03.02 194 165 18 38 30 4 27
[IK 3.2 | Be3omacHocTtb
IIK 3.3 | KoOMIIBIOTEPHBI
I[IK 3.4 | x cerei
[IK 3.5
1K 3.6
K 3.1 | YucOnas 108
IIK 3.2 | mpakTuka,
IIK 3.3 | yacos
[IK 3.4
K 3.5
IIK 3.6
IIK 3.1 | [IpousBoacree 72
TIK 3.2 | uHas
[IK 3.3 | mpakruxka,
TIK 3.4 | yacos
K 3.5
1K 3.6
[IK 3.1 | Ox3amen 18
IIK 3.2 | (kBamudukaiu
[IK 3.3 | oHHbIT)
[IK 3.4

11K 3.5




TIK 3.6 |

Bcero:

618

373

42

120

63

108

72




TemaTnuyeckuii IVIaH U coep:KaHue 00yYeHUsI
1o npogeccuoHaibHoMy MoayJiio (IIM)

HaumeHnoBanue Conep:xkanue yueOHOT0o MaTepuasa, Oo6be | Koawbl
pa3nejioB JladopaTopHbie padoThl U MPAKTHYECKHE 3aHATHSA, M KOMIIe
npo¢eccuoHATBLHOTO0 caMoCTOsSITeJIbHAA padoTa 00y4arouuxcs, 4acoB | TEHUH
moayJas (IIM), KypcoBas padora (IpoeKT) W,
MeKIMCHMIIINHAPHbI ¢opmu
x kypcoB (MIK) u poBaH
TeM U0
KOTOp
BIX
cnocod
CTBYyeT
JjnemMe
HT
yueOHo
i
AUCIH
TJIMHBI
1 2 3 4
IIM.03 DOxcrmuyatanus 00beKTOB ceTeBOil HHPPACTPYKTYPHI.
MJIK.03.01 Ikcniyaranusi 00beKTOB ceTeBOii HHPPACTPYKTYPHI. 226
Tema 1. Coaep:xaHue y4eOHOro MaTepuajia 46 | I[IK 3.1
IKcmayarauus 1 | ®usuueckue ACIEKTEI AKCIUTyaTalUu. IIK 3.2
TEXHHYECKHX dusuueckoe BMEIIATENbCTBO B IIK 3.3
CPeICTB ceTeBoii MHPPACTPYKTYPY CETH. IK34
HHPPACTPYKTYPBI. 2 | AkTHBHOE 1/1 IaCCHBHOE CeTeBoe IK 3.5
obopymoBaHue: KabOenbHbIE KaHalbl, Kabelb, IIK 3.6
NaTy-rnaHesu, PO3ETKH.
3 | Ilonoca mponyckaHusi, mapa3uTHAsI HATPY3Ka.
4 | PacumpsieMocts cetd. MacmtabupyeMocTh
ceru. JlobaBneHne OTACTHHBIX PJIEMEHTOB CETH
(monb3oBatenel, KOMIBIOTEPOB, MPUIIOKEHHH,
CIIyk0).
5 | HapammBaHue AJIMHBI CETMEHTOB CETH; 3aMEHA
CYLIECTBYIOIIEH anmaparypabl.
6 | YBenmueHme — KONMYECTBA  Y3JI0B  CETH,
yBEJIIMYCHUE TPOTSHKEHHOCTH CBSI3eH MEXKIY
00BEKTAMHU CETH.
7 | Texauueckass M TMpPOEKTHAs JTOKyMEHTAIIHS.
ITacopT TEXHUYECKUX YCTPOMCTB.
8 | ®usmueckas kapra BCEH CETH; JIOTHYeCKas
TOIOJIOTHSI KOMITBIOTEPHOM CETH.
9 | Knaccudukanusi periiaMeHTOB TEXHHUYECKUX
OCMOTPOB, TEXHUYECKHE OCMOTPHl OOBEKTOB
ceTeBoil HHPPACTPYKTYPBHI.
10 | IIpoBepka OOBEKTOB CETEBOW HHPPACTPYKTYPHI

U npodrIakTUYECKue paboThl




11 | [IpoBeneHue peryisipHOro pe3epBUPOBAHUS.
Ob6cnyxuBaHue (QU3NUYECKUX KOMIIOHEHTOB;
KOHTPOJIb COCTOSIHUSI anmnapaTHoOro
obecrieueHusl;  OpraHu3alus  yJaJIEHHOrOo
OIOBEIIIECHUS O HENOJIAJKaX.

12 | IlporpaMmmHOe  oOecriedeHHE MOHUTOPHUHIA
KOMIIBIOTEPHBIX CETEN U CETEBBIX YCTPOUCTB.

13 | Ilpotrokonm SNMP, ero xapakTepuCTHKH,
¢dopmar cooOrieHuii, Habop ycuyr.

14 | 3apaun yIpaBJIEHUS: aHAJIN3
MIPOU3BOAUTEIBHOCTH U HAJCKHOCTHU CETH.

15 | OGopynoBanue TUTST JTUATHOCTHKHU u
ceprudukanuu KaOenbHBIX cucteM. CeTeBbie
MOHUTOPBI, TPUOOPBI UIg  cepTUdUKanun
KaOeIbHBIX CHUCTEM, KaOelbHbIE CKaHEpbl H
TECTEpHI.

JlabopaTopHble 3aHATHUS

1. OxoHII0BKa Ka0eJsi BUTas mapa

2. 3anenka kabensi BUTas mapa B pO3eTKY

3. KpoccupoBanne W MOHTaX TMaT4y-lMIAHEId B
KOMMYTAIMOHHBIN 1IKad, HA CTEHY

4. TectupoBaHue kabesst

5. Ilopmepkka MOJIL30BATENEH CETH.

6. Okcrryaranuss TEXHUYECKMX CpPEACTB CETEBOM
UH(PACTPYKTYpPbI (mpuHTEpHI, KOMITBIOTEPBHI,
cepBephl)

7. DBrelmonHeHwe — ACUCTBUH IO YCTPaHEHUIO
HEUCIPaBHOCTEMN

8. BbimonHeHHe MOHUTOPUHIA M aHaiau3a paboThI
JIOKAJIbHOM CETU € TTOMOIIBIO MPOrPaMMHBIX CPEJICTB.

9. OdopmieHre TEXHUYECKOHW JIOKYMEHTAIIHH,
npaBmiia 0popMIIEHUS TOKYMEHTOB

10. IIpoTokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTEpUCTUKHU TpoTOKoIa SNMP

12. Ha6op ycayr (PDU) nporokoaa SNMP

13. ®opmar coobuienuit SNMP

14. 3anauu YIPaBJICHUSA : aHaIm3
MMPOU3BOAUTCIBHOCTU CCTHU

15. 3agaun ynpaBiieHUs: aHAJIN3 HAJIEKHOCTH CETH

16. Yopasienne 0€30MaCHOCTHIO B CETH.

17. Yaer tpaduka B ceTu

18. CpeacTBa MOHUTOPUHTA KOMIIBIOTEPHBIX CETEH

19. CpenctBa aHaiM3a CETH C TMOMOIIBIO KOMaH]
CETEBOM OIepaliMOHHON CHCTEMBbI

20. duHanpHasE KOMIUJIGKCHAsI MpaKTH4eckas paboTa
o JKCIUTyaTalluK 00BEKTOB ceTeBoi

UH(QPACTPYKTYPHI

60

CamocrosiTesibHasi padoTa 00y4aroIuXCs

20




CucremaTtnueckasi mpopadoOTKa KOHCIEKTOB 3aHSTHH,
y4eOHON M CHEeNHAIbHOW TEXHUYECKOW JIUTEpPaTypHI.
KoncnektupoBanue TekcTa, pabota CO CIOBapsIMH U
CIpPaBOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMHU
JTIOKYMEHTaMH, Yy4eOHO-McClIe[oBaTebCKasi padboTa
Opyd caMOM IIMPOKOM HCHONb30BaHUMU MHTepHeTa u
npyrux IT-rexnonoruii. [IpoektHbie GpopMBI pabOTHI,
HNOJArOTOBKAa  COOOIIEHMH K  BBICTYILIGHHUIO Ha
ceMuHapax u KOH()ePEHIIUSAX; MOATOTOBKA
pedepatoB, nokiaanoB. [loaroroBka k 1ad0paTOPHBIM
U TpPaKTHUYECKHMM paboTaM C UCHOJIb30BaHUEM
METOAMYECKUX  PEKOMEHIAlMi  MperojaaBaTels,
opopmieHrne 1abOpaTOPHO-IPAKTHUECKUX  PaboT,
OT4ETOB M MOJTOTOBKA K MX 3aIIUTE.

Tema 2.
IKemyaranus
cucreM IP-
TeJiepoHuM.

Copep:xanue y4eOHOTr0 MaTepuajia

1 | Hacrpoiika H.323. Onucanue H.323 u obmme
pEKOMEHIAINH. D yHKIIMOHATIBHBIC
koMmnoHeHThl H.323.YcTaHoBka W mojaepxkka
coenquaenns H.323.

2-3 | CoequHenuss 6e3 W €  MCIOJB30BaHUEM
GateKeeper. CoenvHeHuss ¢ MCIOJIb30BaHUEM
HECKOJIBKHX GateKeeper.
MHOromnoyb30BaTeIbCKUE KOH (pepEHIINH.
ObecrieueHre 0TKa30yCTOWYUBOCTH.

4-5 | Hacrpoitka SIP. Onucanme wu  obOmme
pekomenaanuu. Texnonorus SIP u cBsizaHHBIE
C HEH CTaHJapThI.

6-7 | OyHKIMOHAIBHBIE KOMITOHEHTHI SIP.
Coobmenust SIP. Anpecarust SIP. Mogenb
YCTaHOBJIEHUs coenunHeHus. [lianupoBaHue

OTKa30yCTOWYMBOCTH.

8-9 | YcraHOBKa M HWHCTAJUISLUS MPOrPaAMMHOTO
KOMMYTaTopa.  MOHTaXHBIE  TPOIETYPHI.
[Tpouenypsl  MHCTAJUIALUU. VYnpasieHue

allIIapaTHbIMK CpEACTBAMU H ITIOPTAMMU.

10 | Ilporokonsl  ympasnenuss MGCP, H.248.
Co3nanue aHaJIOTOBBIX aOOHEHTOB.
BHyTpUCcTaHIIMOHHAS MapIIPyTH3AIHSI.

11 | YopaBieHue mHporpaMMHBIM KOMMYTaTOPOM.
Mapumpytuzanus. ['pynnbl  COEIUHUTEIbHBIX
muanil.  [logxmouenne cranuuiik ¢ TDM
(abonenTckmii toctyn TDM).

12 | Curnamusanus SIP, SIP-T, H.323 u SIGTRAN.
IP-abGoHeHTEI. ['pymmbr AOOHCHTOB.
JlonoJIHUTENNbHbIE a00HEHTCKUE YCIYTH.

13- | Opranm3anust  dKcrTyatanuu — cucreM  [P-
14 | reneponun. TexHuyeckoe o0OCITyKUBaHHUE,
IUIAHOBBIA  TEKYIIMHA  PEMOHT, IJIAHOBBII
KaluTaJbHbIA PEMOHT, BHEIJIAHOBBIA PEMOHT.

15 | BoccTanoBieHne pabOThl CETH IOCIE aBapuu.
Cxembl TOCNI€aBapUMHOTO  BOCCTAHOBJICHUSA
paboTOCTIOCOOHOCTH CETH.
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16 | Texauyeckass W TPOEKTHAS JOKyMEHTAIus,
CrocoObl PE3EepPBHOIO KOMMPOBAHUS JaHHBIX,
IPUHIMIBI pa00Thl XpaHWIN I JAHHBIX.

IIpakTHyeckue 3aHATHUS 24
Hacrpotika anmapataeix [P-renedonoB.
Hactpoiika  nmporpammubix  IP-tenedonos,
(hakcos.

PazBepThiBaHMEe cCceTH C  HCIOJH30BAHHEM
VLAN st IP-renedonum.

Hacrpoiika numo3a.

VYcTaHOBKa, MOAKIIOYEHUE M MEPBOHAYAIBHBIE
HaCTPOMKH T'OJIOCOBOTO MapUIpyTH3aTOpa.
Hacrpoiika  Tabmuibl  moJjb3oBaTesieli B
r0JIOCOBOM MapuUIpyTU3aTOpE.

Hactpoiika TpyII B TOJIOCOBOM
MapIIpyTH3aTOPE.

Hacrtpoiika Tabmuisl MapuipyTU3aii BEI30BOB
B F'0JIOCOBOM MapuIpyTU3aTope.

Hacrpoiika T'OJIOCOBBIX COO0OIIIEHNU I B
MaplIpyTH3aTOPE.

Hacrpoiika nporpammuo-anmapatHoi IP-ATC.
YcraHoBKa M HacTpoiika nporpaMMHou [P-
ATC (manpumep, Asterisk).

JlabopaTtopHble 3aHATHS 22
TectupoBanue KOJICKOB. UccnenoBanue
apaMeTpoB KauecTBa OO CITy>KUBAHHUS
MOHHMTOPUHI M  aHauu3 COEOUHEHHUH IO
pa3IMYHBIM MMPOTOKOJIAM.
MOHHUTOPUHT  BBI3OBOB B IMPOTPaMMHOM
KOMMYTaTOpE.
CoznaHue pe3epBHBIX KOMuii 0a3 TaHHBIX.
JlnarHocTHKa U yCTpaHEHUE HEUCITPAaBHOCTEN B
cuctemax IP-renedonnm.
@®uHanbHAas  KOMIUIEKCHAsl  MpPaKTHYecKas
pabora mo oOkcmiayatauuu —cucrem  IP-
TenedoHuu.

CamocTtosiTesibHasi padoTa 00y4alIuXCs 16

CucremaTtnueckass IpopabOTKa KOHCIEKTOB 3aHSATHI,
y4eOHOH U ClieluaJbHON TEXHUYECKON JTUTEepaTyphl.
KoncnexktupoBanue Tekcra, pabora co CIOBapsiIMU U
CIIPaBOYHUKAMH, O3HAKOMJIEHME C HOPMAaTHBHBIMU
JOKyMEHTaMH, y4eOHO-uccieaoBaTenbekas pabora
IIpY CaMOM IIMPOKOM HCIIOIb30BaHUM MHTEepHETa M
npyrux IT-rexnonorwmii. IloarotroBka cooOuieHU K
BBICTYIUIGHUIO Ha CeMHHapax M KOH(EpEeHIUsX;
noarotroBka pedepatoB, nokianoB. [loaroroBka k
7a00paTOpHBIM M TMpakTUYeckuMm  pabotam ¢
UCIOJIb30BAHUEM  METOAMYECKMX  PEKOMEHJALUN
IIpernojaBarels, ohopmieHue n1abopaTopHo-
NPAaKTHYECKUX pabdoT, OTYETOB M MOATOTOBKA K HX
3aluTe.




MJIK.03.02 Be3onacHOCTh KOMIBIOTEPHBIX CETEIi. 194
Tema 1. Cojaep:kaHue yueOHOI0 MaTepuaJia 75 |IIK3.1
be3onacHocth 1 | CoBpeMeHHbBIE YIpO3bl CETEBOM 0€30MaCHOCTH. IIK 3.2
KOMIbIOTEPHBIX 2-3 | Bupychl, 4e€pBH M TPOSHCKUE KOHU. MeTOMbI 1K' 3.3
ceTei. aTax. [IK 3.4
4-5 | BesomacHpli  JOCTYIT K YCTpOWCTBaM. IIK 3.5
Hasnayenue  aJMUHHCTPATHBHBIX  POJIEH. IIK 3.6
MOHHMTOPUHTI M yHOpPaBJIEHHE YCTPOWCTBAMM.
Hcnonb3oBanue byHKIUSA
aBTOMATHU3UPOBAHHOU HACTPOUKHU
0e30macHOCTH.
6-7 | CoiicTBa AAA. JlokanmpHas AAA
ayreHTU QuKanus. Server-based AAA.
8-9 | ACL. Texnonmorus OpanamMayspa.
Kontekctabiii kouTposb noctyna (CBAC).
10- | Ilomutukum OpaHamayspa, OCHOBAHHBIE Ha
11 | 3oHax.
12 | IPS Texnoaoruu. IPS curHatypsl.
13 | Peammsanus IPS. IIpoBepka u monuTopunr IPS
14- | OGecneuenue Oe3omacHoCcTH
15 | momp30BaTEIHCKUX KOMIIBIOTEPOB.
Coobpaxenuss 1o 0e30MacHOCTH BTOPOIO
yposus (Layer-2).
16- | Konguryparus Oe3omacHOCTH BTOPOTO
17 | ypoBHs. be3onacHocTh OGecnpOBOJIHBIX CETEH,
VoIP u SAN.
18- | Kpunrorpaduueckue CEPBUCHI. bazoBas
20 | memocTtHOCTH u ayTEeHTUYHOCTb.
KonduaeHunanpHOCTb. Kpunrorpadus
OTKPBITHIX KJIIOYEH.
21- | VPN.  GRE VPN. KowmnoHeHTl U
23 | ¢ynkumonupoBanue IPSec VPN. Peamusarus
Site-to-site IPSec VPN c¢ ucnons3oBanunem CLI.
24 | Peaymzamus  Site-to-site [PSec VPN ¢
ucnosb3zoBanueM CCP.
25 | Peamuzanus Remote-access VPN.
26- | [IpuHIMOBI OE30MACHOCTH CETeBOro au3ailiHa.
27 | be3omacHas ApXUTEKTYpa. VYupasnenue
mpoIeccaMu U 6e30MacHOCTb.
28- | TectupoBaHue  CETH Ha  YSI3BUMOCTH.
29 | HenpepbiBHOCT, ~ OW3Heca,  IJITAHUPOBAHHUE
BOCCTaHOBJICHUSI aBAPUNHBIX CUTYyaIUM.
30- | Beenenue B AjnantusHoe YCTPOHCTBO
31 | 6ezonmacHoctu ASA.
32 | Koudurypamus ¢daupBona Ha 06aze ASA ¢
UCIONb30BaHUEM rpaduueckoro wuHTepdeiica
ASDM.
33 | Kouduryparmus VPN nHa 0Oaze ASA ¢

UCIONb30BaHUEM Trpaduueckoro wuHTepdeiica

ASDM.

IlepevyeHb NpAKTHYECKUX 3aHATHH




CornmanpHasi HHXEHEpHUs.

HccnenoBanue ceTeBbIX aTaK U MHCTPYMEHTOB IPOBEPKHU 3aLIUThI CETH .

Ilepeyenb 1a00paTOPHBIX 3aAHATHI

Hacrpoiika nonutuku 6e30macHOCTH OpaHAMAaydIpOB.

Hacrpoiika 6€30macHOro 10CTyna K MapupyTu3aTopy.

OoGecrnieuenne anmuancTpaTUBHOrO noctyna AAA u cepsepa Radius.

Hacrpoiika cuctembl npenoTBpaiieHus: Bropxkenuii (I1PS).

Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTAaTOPAaX .

HccnenoBanmne MeTo10B K PpoBaHHUSL.

Hacrpoiika Site-t0-SiteVPN ucrnonb3ys uaTepdeiic KoOMaHIHON CTPOKH.

ba3zoBas HacTpoiika nuto3a 6e3omacHocT ASA 1 HacTpoilika OpaHaIMaydpOB
HCIOJIB3YsI HHTEP(EiC KOMaHAHOW CTPOKH.

ba3zoBas HacTpoiika nuto3a 6e3omacHocT ASA 1 HacTpolika OpaHIMaydpOB
ucnonb3yst ASDM.

Hacrpoiika Site-t0-SiteVPN ¢ ofHO# CTOPOHBI Ha MapIIPYTH3ATOPE UCIIONB3YS
uHTEepdelic KOMaHIHON CTPOKH U C APYTOM CTOPOHBI HCIOJIB3YsI LILTI03
oe3onacHoctd ASA nocpencteom ASDM.

HacrtpoiikaClientless Remote Access SSL VPNSs ucnions3yst ASDM.

Hactpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM.

duHanpHas KOMILIEKCHAS J1a60paTopHa;1 pa60Ta 1o 0€30IaCHOCTH.
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CemMuHapcKue 3aHATHSA

JKu3HeHHBIH UK CeTH U MIaHupoBaHue. PazpaboTka periiaMeHToB KOMIIaHUU
U TOJIMTHK 0€30MacHOCTH.

CamocrosiTesbHast padoTa 00y4ar0MuXCcs

Cucrematnueckast mpopabOTKa KOHCIEKTOB 3aHITHH, Y4eOHON U CrienuaibHON
TEeXHUYECKOM nuTeparypsl. KoHcniekTupoBaHue TekcTa, paboTa co CloBapsIMH
U CIIPaBOYHMKAMH, O3HAKOMJIEHHE C HOPMATHUBHBIMH JOKYMEHTaMH, Y4eOHO-
uccienoBaTenbckas paboTa Mpy caMOM IIMPOKOM HCHOib30BaHMU MHTepHeTra
n apyrux IT-rexnomoruii. IloaroroBka cooOLIeHMM K BBICTYIUIEHHIO Ha
ceMuHapax U KOoH(pepeHIusaX; NoAroToBka pedeparos, qokiuanos. [lonroroska
K JJADOPaTOPHBIM M MPAKTUYECKUM pabOTaM € UCHOJIb30BAHUEM METOAUYECKUX
pekoMeHanuil mpenonaaBatens, opopMieHHE JTa00paTOPHO-TPAKTUYECKUX
paboT, 0OTYETOB U NMOATOTOBKA K UX 3aLIUTE.

27

Koncynabranum

KypcoBasi padora

30

Y4yeOHasi NpaKTUKA
Buasbi padot:

1. Hacrpoiika npas gocryna.

2. OdopmileHHe TEXHHUYECKOH TOKYMEHTAlWW, TpaBwia 0O(OpMIICHUS
JIOKYMEHTOB.
Hacrpoiika anmapaTtHoro u nporpaMMHOI0 00ecle4eHus CETH.
Hacrpoiika ceTeBoil KapTbl, UMsl KOMIIbIOTEpa, pabouas rpyIina, BBEIeHUE
KoMmIbloTepa B domain.
[IporpaMMHasi AMarHOCTUKA HEUCIPABHOCTEH.
AnnapaTHasi AMarHOCTUKA HEUCITPaBHOCTEH.
[Tonck HencrpaBHOCTEN TEXHUYECKUX CPEICTB.
BeinmonHeHne nelCTBUI 10 yCTPaHEHHUIO HEMCIIPABHOCTEM.
Hcrionp30BaHNE aKTUBHOTO, ITACCUBHOT'O 00OPY/JOBAaHUS CETH.
10 YcTpaHeHue napa3uTHpyoLeil Harpy3KkH B CETH.
11. Tloctpoenue Gpu3MUECKON KapThl JOKAJIHHOH CETH.

P ow

©oe~N G
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IIpousBoacTBeHHAs] MPAKTHKA

Buasl pador:

1. YcraHoBka Ha cepBepbl U pabOyue CTAHIMM: ONEpPAl[MOHHBIE CHUCTEMBI U
HeoOxoxuMoe 1171 paboThI IPOrpaMMHOE 0OecIeueHHe.

2. OcymecTBiieHHEe KOH(QUIYPHUPOBaHHUS IIPOTPAMMHOIO OOECIeYeHus Ha
cepBepax ¥ pabounx CTaHIUSAX.

3. Ilognepxka B pabOTOCIIOCOOHOM COCTOSHUM TNPOrpaMMHOE oOecrieueHue
CEpBEPOB U PabOYMX CTAHIIUM.

4. Perucrpamus Moib30BaTeNe JIOKAJIBbHONH CETH M IOYTOBOTO CepBepa,
Ha3HAYaeT UACH TU(PHUKATOPBI U TAPOIIH.

5. YcraHoBKa IpaB J0CTYIa ¥ KOHTPOJIb UCIIOIb30BAHNUS CETEBBIX PECYPCOB.

6. OoOecrneueHre CBOEBPEMEHHOI'O KONMPOBAHMS, apXUBHPOBAHUA U
pe3epBUPOBAHUS JaHHBIX.

7. IlpuHsiTHE Mep MO BOCCTAHOBJIEHHIO PaOOTOCIOCOOHOCTH JIOKAJIBHOI ceTH
pu COOSIX MITM BBIXOJ/IE€ U3 CTPOSI CETEBOr0 00OPYAOBaHUSI.

8. BruiBneHune OIMMOOK IOJB30BATENEH M IMPOrPaMMHOIO OOECIIeUeHHS U
MPUHATHE MEP 110 X UCIPABICHUIO.

9. IlpoBeneHue MOHUTOPUHIA CETH, pa3pabaTbiBaTh NPEAJIOKEHUS I10
Pa3sBUTHIO HHPPACTPYKTYPHI CETH.

10. Obecneuenue cereBoi 0€30MaCHOCTH (3ALIUTY OT HECAaHKIIMOHHMPOBAHHOTO
J0CTyna K MH(pOpMaluu, NPOCMOTPa MM W3MEHEHHUs CUCTEeMHbIX (ailioB u
JTAaHHBIX ), 0€30MaCHOCTh MEKCETEBOI0 B3aMMOICHCTBHUSI.

11. OcymecTBieHME AHTUBUPYCHOW 3allMTHI JIOKaJIbHOW BBIYHMCIUTEIbHON
CEeTH, CEpBEPOB U PabOUMX CTAHIIUMN.

12. JlIokyMeHTUpOBaHHE BCEX MPOU3BEIECHHBIX JEHCTBUH.
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4. YCJIOBUSA PEAJIMBAIINAAU TPO®ECCHOHAJIBHOT'O MO YJIA
4.1. MaTepuajibHO-TEXHUYECKOe o0ecnedeHne npodeccnoHaJIbHOr0 MOAYJIst

JlabopaTopusi opraHu3anuu 4 NPUHIUIIOB MOCTPOEHUsS] KOMIbIOTEPHBIX
CUCTEM.

Kommiekt Mebenu jyist yueOHOro mpoiiecca.

MyabTMenuiinoe obopyaoBanme: kommbtorepsl — 28 mT.: [IK RAMEC
GALE LCD LG 23"Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740
2Gb/500Gb/knaB,Meib; 11K S404,2 400W/Intel Core 13 540/ki1aB.,MBIIIb,MOHHUT.
21,5" VA2248-LED; IIK ICL RAY S902.1, kmaBuat., MbIIib, MOHHTOP ViewSonic
22" VVA2232W-LED; npuntep Canon LBP 1120; mpoexkTop MyiabTUMEIUNHHBIMN
Hitachi CP-EX250; npoektop mynstumeauiinbiii Hitachi CP-EX251N.

IIporpammuoe obecneuenue: 1C: JJoxymenroobopor 8§ KOPII (munensus
Ne75027601); 1C: Ilpennpustue 8. Komrekr mis oOydeHHs (JIUIIEH3US
Ne922961); Microsoft Access (mumensust NelM123460); Microsoft Office
Standard (immensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (nmnensus NelM123460); Microsoft Visio Professional (nmmensus
NelM123460); Microsoft Visual Studio Enterprise (munensuss NelM123460);
Microsoft Windows Enterprise (mumensuss NelM123460); komriektr TAPAHT-
Macrep (nmuuensus Nel2-40272-000898); Arent Dr.Web (nutiensus NeL BW-BC-
12M-1600-B1); xkomrekt [1O 151 pemeHnss OCHOBHBIX TOJ30BATEILCKUX 3a/1a4
(cBoOomHo pactp. I1O); cnpaBounas mnpaBoBasi cucrema «KoncynbranT Ilmrocy
(xonTpakT Ne2025 CB 2 ot 04.12.2024r).

CpencrBa odydenusi: ucTouHUK OecniepedoitHoro nmutanus APC Smart-UPS
1000VA; xommyratop Cisco Catalyst 2960; xommyrarop Trend Net N-Way
Switch TEG S160TX; xommyratop WS-C2960-48TT ¢ koHBepTOpOM;
kommytarop JIBC; xkommyrarop Cisco Catalyst WS-C2960; IP- Bumeoxamepa
Nikvision, 2 mr.; mporpaMMmHO-TexHUYecKui Komruieke WS-C2960-48TS c
yCTaHOBJIEH. Mporpam. obecrieuenuem; Touka aocryna CISCO CAP 26021-R-K9;
nocka mapkepHas 120x240 cwm.

JlabopaTopusi NMpOrpaMMHO-aNMApPaTHON 3alIUThl 00bLEKTOB CeTeBOil
HHPPACTPYKTYPHI.

Komrmiexkt Mmebenu aiist yaeOHOro mporiecca.

MyabTuMenauiiHOe o0opynoBaHmue: KoMmibloTepsl -29 mr.: [IK H404,2
420W/Intel Core i3 540/xnaB., Mbiiib, MOHHUT. 21,5" VA2248-LED; nepcoHanbHbIi
kommetorep Dell Opti Plex 745Intel/80Gb/1GB/16X DVD-/-RW wmbIib,KiaB,;
nepconanbHbii kommnbioTep Dell Opti Plex 745Intel/80Gb/1GB/DVDROM/CDRW
MBIIIIb,K1aB; cucT. 1ok FORMOZA P4-2660 FDD3"; monutop EOL | DEII 17"
TFT, 10 wr.; monutop LG LCD 19" L 1919 S-SF silver; mouutop TFT 17"
Samsung 740N LS 17HAAKS, 12 mt.; mpoexTop.

IIporpammuoe obecneuenmne: Microsoft Access (munensust NelM123460);
Microsoft Office Standard (nmuensust Ne66059532 OPEN 96044930ZZE1711),
Microsoft Project Professional (mumensus NelM123460); Microsoft Visio
Professional (muuensus NelM123460); Microsoft Visual Studio Enterprise



(mumensust - NelM123460);  Microsoft Windo ws  Enterprise  (mumensus
NelM123460); xommektr ['APAHT-Mactep (nuuensust Nel2-40272-000898);
Arerr DrWeb (muensus NelLBW-BC-12M-1600-B1); kommuiekr I10 mis
pEILIeHHs] OCHOBHBIX MOJIb30BaTENbCKUX 3a7a4 (cBoOoaHO pachp. [10); cnpaBouHas
npaBoBasi cuctema «Koucymprant Ilmoc» (kontpaktr Ne2025 CB 2 ot
04.12.2024r).

CpencrBa o0yuenmsi: nocka mapkepHas 120*240 cm; xommyrarop 3Com
Switch 5500G-EI24 mnoptoB; kommnbioTepHas ceth mia. 600M. B ayn.308-312 3
kopn.; konguuuonep LG S12LH; posmibl ¢ MEXaHMYECKMM YIPABICHHUEM; CTOII
KOMIIBIOTEPHBIN C TIEPErOPOIKOM, S5 TIT.; SKpaH HacTeH. pysoH. 200%210 cm.

Macrepckast MOHTAXKA U HACTPONKH 00beKTOB ceTeBoil
HH(ppaCTPyKTYypHI.

Kommnekt mebenu asst yueOHOro nporecca.

MyabTHMeaUiiHOE 000pyI0BaHMEe: KOMIBIOTEpPHl 12 1mIT; CcuCTeM.OJ0K
INTEL Core 2/2048*2 Mb/500Gb/knaBuarypa + MbIb + KOBpUK, 6 IIT.;
cuctem.osok P-Core 2/2048 M6/500Gb/+knaB.+MbIIb+KOBPUK, 6 IIIT.; MOHUTOP
TET 20" Samsung SIM 2043W, 12 mirt.;

IIporpammuoe oGecneuenue: Microsoft Access (munensust NelM123460);
Microsoft Office Standard (nmuensus Ne66059532 OPEN 96044930ZZE1711);
Microsoft Project Professional (muuensuss NelM123460); Microsoft Visio
Professional (mumensus NelM123460); Microsoft Visual Studio Enterprise
(mumensus  NelM123460); Microsoft Windo ws  Enterprise  (numen3us
NelM123460); xomruiekr 'APAHT—Mactep (munensust Nel2-40272-000898);
Arear DrWeb (munensus NeLBW-BC-12M-1600-B1); xommiekt IO s
peIIeHrs] OCHOBHBIX MOJIh30BaTEILCKUX 337a4 (cBoOoaHO pachp. [10); cnpaBounas
npaBoBasi cuctema «Koucymprant Ilmoc» (kontpakr Ne2025 CB 2 or
04.12.2024r).

CpencrBa o0yueHusi: ucTOUHHUK Oecniepedoiinoro nutanusi APC Smart-UPS
1000VA; xommytaTop Cisco Catalyst WS-C2960-48TT-L ¢ mpemycTaHOBJIEHHBIM
mporp. oOecriedeHueMm, 2 mrT.; kommyTtarop Cisco WS-C2960+24PC-L; mxad
MoHTaXHBIH 19" B kommiekTe 2010*800*800 mm;

JloroBopbI 0 NPAKTUYECKOH MOAT 0TOBKE:

AO «Mapuiickuii MamIMHOCTPOUTEIbHBIN 3aBoa» JloroBop Ne 1/2021 ot
01.02.2021 — Geccpounblii

®umman [TAO «Pocrenekom» B Pecniyonuke Mapuit 91 JloroBop Ne 83/2021
ot 27.01.2021 — 6eccpouHbIil.



4.2. UnpopmanmonHoe odecnevyenne npodheccuoHaIbLHOr0 MOAYJIsl

OcHoBHas U JOITIOJITHUTCIIbHAA JIUTCPATypa

e u3a., crep. — Cankr-IletepOypr : Jlans, 2022. — 396 ¢. — ISBN 978-5-
507-44963-7.— Tekcr: osnekTpoHHBIH / JlaHp :  3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/322610
Pexxum goctyna: s aBTOpU3. MOJIb30BATEIEH

No KomnuecTBo
/1 o IK3CMILIAAPOB,
CHnucok ncnoab3yeMoun JUTepaTyphl
HUMCHOIIINXCA B
(neqamﬁbze MS’()CZHLUZ, JJIEKNMPOHHbLE U30aHUs 3a nocieonue 5
OuOINOTEKE,
Jsiem)
HNJIN CChIJIKA HAa
9bC
OCHOBHAA JIMTEPATYPA
1 |Ha3zapoB, A. B. Dxcminyaranusi 00ObEKTOB CETEBOM WH(PPACTPYKTYpHI : DICKTPOHHBIN
yuebHuk / A.B. Hazapos, A.H. Enransrues, B.Il. MenbuukoB. - Mocksa : pecypc
KYPC : UHOPA-M, 2023. — 360 c. — (Cpennee nmpodeccroHaibHOE
obpazoanme). - ISBN 978-5-906923-06-6. - Tekcr: anekrponHsIii. - URL:
https://znanium.com/catalog/product/1860128 Pexum goctyma: st
aBTOpU3. M10JIb30BATEIEH
2 |CepreeB, A. H. OCHOBBI JIOKQJIbHBIX KOMIBIOTEpHBIX ceTedd / A. H. DICKTPOHHBIN
CepreeB. - 3-¢ u3n., crep. - Cankr-lIlerepOypr: Jlanbs, 2023. - 184 c. - pecypc
ISBN 978-5-507-46832-4. - Tekcr : 25eKTpoHHbIH // JIaHb : 3JIEKTPOHHO-
oubamoreunas cucrema.-URL: https://e.lanbook.com/book/321215 Pexum
JIOCTYTIA: JUIsl aBTOPU3. MOJIb30BaTENCH
JOITOJIHWUTEJIbBHAA JIMTEPATYPA
1 |Kyry3oB, O. U. NapOKOMMYHUKAIIMOHHBIE CHCTEMBI U CETH : Y4EOHHUK QHGKTpOHHLIﬁ
st ciio / O. U. Kyrtyzos, T. M. Tarapaukosa, B. B. [lexanoBckuit. — 2-¢ pecypc
u3n., crep. — Cankt-Ilerepoypr : Jlanp, 2021. — 244 ¢. — ISBN 978-5-
8114-8488-1. — Tekcr: onekTpoHHbli// Jlamb :  JIEKTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/176902
Pexxum goctyna: s aBTOpU3. MOJIb30BATEIEH
2 | KypasuaeB, A. E. HNudpokoMMyHUKAIIMOHHBIE CHUCTEMBIL. AmmIapaTHOE QHCKTpOHHLIfI
obecnieuenue / A. E. Xypasnes, A. B. Makmanos, A. B. UBanumen. — 2- pecypc




S.

KOHTPOJIb

n

OIIEHKA

HNPODPECCHUOHAJIBHOI'O MOAYJIA
KOHTpoib M OLlEHKa pe3ylbTaToB OCBOEHHUSA MPO(ECCHOHATBHOTO MOAYJIS
OCYIIECTBIISIETCS MPENoAaBaTeIeM B popMe TEKYLIEro KOHTPOJIs yCIEBAEMOCTH H

IIPOMEKYTOYHOU aTTECTALUM.
[IpomexyTrouHas

aTTeCTaIUs

HUMECT

PE3YJIBTATOB

LIEJIBIO

OIPENEIIUTD

OCBOEHUA

CTCIICHb

JIOCTIKEHUS 3aIUIAaHUPOBAHHBIX PE3yJIbTATOB O0yUeHHUS MO MPodhecCHOHATbHOMY

MOZYJIO

3a mepuos OOydeHHs.

ouggepenyuposannsvlil 3auem, KeAIUPGUKAYUOHHBIU IK3AMEH.
Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBISIETCS B TIPOIECCE MPOBEACHUS
MPAKTUYECKUX 3aHATUN U JTAOOPATOPHBIX pabOT, 0OeCreYnBaeT OIICHUBAHUE XO7a
OCBOEHUS MOJTYJISI.

@OopMBbI TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH:

onpoc, 00KIAObL, BbINOJHEHUE NPAKMUYECKUX pabom.

dopMa TMPOMEKYTOUYHOM ATTECTAUM -

mecmupoeanue, YCHHbIl

No HanmenoBanue Kon Pesynbratel 00yueHus mo DopMbl
TEMBbI dbopmu npo¢eccuoHaIbHOMY MOAYJIIIO KOHTpPOJIA
pyemoit YMETh 3HaTh
KOMIIET
CHITUHU
1. | MZIK.03.01 — aIMHHHCTPUPO | — OCHOBHBIE Texyumii
OKcruryaTanus BaThb JIOKAJIbHBIE | HANPAaBJICHUSA KOHTPOJIb
00BEKTOB CETEBOM BBIUUCIUTEIbHBIE | aJIMUHUCTPUPOBaHUA | Tearora B
UH(OPACTPYKTYPHI. CeTH; KOMIIBIOTEPHBIX ceTel; | GopMe OLEHKH
2. | Tema 1. TIK 3.1 — IpUHUMATh — YTHUIIUTEHI, peIICHUs 3aaa4,
Okcnyatanus K32 | mepsl 1o | (yHKUMH, yHaJeHHOE | 3aIIUTHI
TCXHUYCCKUX [IK 3.3 YCTpaHECHUIO YIOPAaBICHUE CEPBEPOM; na6opaTopme
CPEZICTB CETEBOM I[IK 3.4 | BO3MOXHBIX —  TeXHOJIOTHIO pabor.
UH(}PaCTPYKTYPHI. IIK 3.5 | cboes; 6e30MMacHOCTH, Htoroerit
IIK'3.6 | — obecreunBars MPOTOKOJIOB KOHTPOJIb B
OKOl | 3amury npy | aBTOpPU3ALNH, opme
OKO02 | mopkmouennn k| KoH(puaeHmHanipHOCTH | K3aMEHa
OK 03 | pndopmaumonHo- | ¥ 6e30MaCHOCTH IpH (kBanuukanuo
OK 04 | renekomMmmyHuKair pabote C ceTeBBIMHU HHOTO).
OK 05 | nonnoit CeTH | pecypcamu.
OK 06 | "Hurepuer".
OK 07
OK 08
OK 09
OK 10
OK 11
3. | Tema 2. IK 3.1
DKcITyaTanus TIK 3.2
cuctem [P- IIK 3.3
TenedoHuu. I[IK 3.4
IK 3.5
[IK 3.6
OK 01
OK 02

OK 03




OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10
OK 11

MJIK.03.02
be3omacuocTh
KOMITBIOTEPHBIX
ceTe.

Tema 1.
be3zomacHocTh
KOMITBIOTEPHBIX
ceTell.

K 3.1
I[IK 3.2
IIK 3.3
I1K 3.4
IIK 3.5
IIK 3.6
OK 01
OK 02
OK 03
OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10
OK 11




Kpurepuu oneHuBaHUA Pe3yJIbTATOB 00y4YeHUs MO NMPO(ecCHOHATBLHOMY
MOAYJII0, HIKAJIA OllCHUBAHUSA

Kputepuu olieHUBaHMS:
- YCBOGHHE MPOTPaMMHOI0 TEOPETUUYECKOro Marepuaina (00beM 3HaHUM, riyOuHa
YCBOCHHS);
- YMEHHUE U3Jarath NporpaMMHbIA MaTepuan (4€TKOCTb, IPAMOTHOCTh U3JIOXKEHUS
MaTepuana, TOYHOCTh U IMOJTHOTa BOCIIPOU3BECHUS yueOHOr0 MaTepuana);
- YMEHHE MPUMEHSATh TEOPETUUECKHUE 3HAHUS HA MTPAKTHUKE.

[lIkana olleHUBAHUS:

Pesymerater cnaum  nuddepeHIMpPOBAHHOIO  3a4eTa,  JK3aMeHa,
KBATM(DUKANMOHHOIO _ 3K3aMEHA __ OIICHUBAIOTCA MO IMIKAIE «OTJIMYHO,
«XOPOIIOY», «YAOBIECTBOPUTEIBHO», «HEYIOBICTBOPUTEIBHOY.

OrneHka «OTJIMYHO» BBICTABIISIETCS OOYyYaIOMIEMYCsl, KOTOPBIH TIyOOKO M
MPOYHO YCBOWJI MPOrpaMMHBIA MaTepuall, MpOSABISECT 3HAHWE OCHOBHOM H
JOMOJIHUTEIILHOW  JIMTEPATYPBHI, rPaMOTHO, JIOTUYECKH CTPOMHO W
apryMEHTUPOBAHO HW3JIaraeT Marepuajl, HaeT HCUYEPHBIBAIOIINE OTBETHl HAa
MIOCTaBJICHHBIE BOMPOCHL. B OTBETE TECHO YBA3BIBAETCA TEOPHUS C MPAKTUKOM, IIPH
ATOM OOy4YaroUIUMHCsS HE 3aTPYIHSETCA C OTBETOM MPHU BUIOM3MEHEHUM 3aJaHus,
CBOOOJTHO CITPABJIICTCS C MIPAKTUUCCKUMH 3aJJaHUSIMU.

OneHka «XOpPOIIO» BBICTABJISIETCS O0yYarolmeMycsi, TBEPJIO 3HAIOLIEMY
MPOTPAMMHBIN MaTepHall, KOTOPbIA H3JaracT €ro rpaMOTHO W IO CYIIECTBY, HE
JNONYCKAET CYIIECTBEHHBIX HETOYHOCTEM B OTBETE HAa BONPOC, IPABUIBHO
MIPUMEHSIET TEOPETUUECKUE MOJIOKEHUS MPU PEIICHUN MPAKTUUYECKUX BOMPOCOB U
3a/1a4, HE UCHBITHIBAET 3aTPYIHEHUI C OTBETAMU HA BOIPOCHI.

OleHKa «YIOBJICTBOPHUTEIHHO» BBICTABIIICTCS OOYYarOIEMYCs, KOTOPBIH
MMEET 3HAHMUS TOJBKO OCHOBHOI'O MaTrepuajia, HO HE YCBOWJ €ro JeTajeu,
JIOMYCKaeT HETOYHOCTH, HEJOCTATOYHO MPaBUIbHBIE (DOPMYIMPOBKHU, UCIIBITHIBAET
3aTPYAHEHUS IPU BBITOJIHESHUH TIPAKTHYECKUX padoT.

O11eHKa «HEYIOBJICTBOPUTEIHHO» BBICTABIISIETCS 00yYarOIeMycsi, KOTOPbIA HE
3HAET 3HAYUTEIBHON YaCTU NPOrPaMMHOI0 Marepuaia, JONYyCKaeT CyIECTBEHHbIE
OImMMOKH, HEYBEPEHHO, C OOJIBIIMMH 3aTPYAHCHUSIMHU BBIIOIHSIECT MPAKTHUYCCKHE
paboTHL.




JlonmostHeHUs1 M U3MEeHeHHs K paldoueii mporpaMMe Ha y4eOHbIi 1o

Jomonnenus: 1 u3MeHeHus K paboueil mporpamme Ha 2023-2024 yuyeOHBIN
roJ 1o npodeccuoHambHoMy mMoayao 1IM.03 Dkcnuyaranus oOBEKTOB CETEBOM
UHOPACTPYKTYPBI: B pa3zes YCIOBHs peau3aluy y4eOHON NTUCHUIUIMHBI (IIyHKT
Nudopmarmonnoe  obecriedeHre  NPOGECCHOHAIBHOIO  MOJIYJS)  BHECEHBI
U3MEHEHMS B COMCOK OCHOBHOM M JIONOJIHUTEIbHOW JIMTEPATYPBL.

JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMmMe oOCYXIE€HbI Ha 3aCeIaHuu
I1IK pHbOpMAIIMOHHBIX TEXHOJIOTHM.

«30» aBrycra 2023 r. (mpotokoi Ne 1).

[Mpencenarens ITIK A /JTorunosa JI.W./




JlonmostHeHUs1 M U3MEeHeHHs K pado4eil mMporpaMMe HAa y4eOHbI roj

Jomonnenus 1 u3MeHeHus K paboueil mporpamme Ha 2024-2025 yueOHBIN
roJ 1o npodeccuoHambHoMy mMoayao 1IM.03 Dkcnuyaranus oOBEKTOB CETEBOM
UHOPACTPYKTYPBI: B pa3zes YCIOBHs peau3aluy y4eOHON NTUCHUIUIMHBI (IIyHKT
Nudopmarmonnoe  obecriedeHre  NPOPECCHOHAIBHOIO  MOJYJSA)  BHECEHBI
U3MEHEHMS B COMCOK OCHOBHOM Y JIONOJHUTEAbHOW JUTEPATYPBIL.

JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMmMe oOCYXIE€HbI Ha 3aCeIaHuu
I1IK pHbOpMAIIMOHHBIX TEXHOJIOTHM.

«30» aBrycra 2024 r. (mpotokoi Ne 1).

[Mpencenarens ITIK A /JTorunosa JI.W./




JlonmostHeHUs1 M U3MEeHeHHs K paldoueii mporpaMMe Ha y4eOHbIi 1o

Jomonnenuss 1 u3MeHeHus K paboueil mporpamme Ha 2025-2026 yueOHBIN
roJ 1o npodeccuoHambHoMy mMoayao 1IM.03 Dkcnuyaranus oOBEKTOB CETEBOM
UHOPACTPYKTYPBI: B pa3zes YCIOBHs peau3aluy y4eOHON JUCHUIUIMHBI (IIyHKT
Nudopmarmonnoe  obecriedeHre  NPOGECCHOHAIBHOIO  MOJIYJS)  BHECEHBI
U3MEHEHMS B COMCOK OCHOBHOM Y JIONOJHUTEAbHOW JUTEPATYPBIL.

JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMmMe oOCYXIE€HbI Ha 3aCeIaHuu
[T1K pHbDOpMAIIMOHHBIX TEXHOJOTHH.

«30» aBrycra 2025 r. (mpotokoi Ne 1).

[Mpencenarens ITIK A /JTorunosa JI.W./




